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Executive summary  
The privacy landscape in healthcare is changing rapidly with many new laws and protections 
enacted—or introduced—to protect consumers’ personal information. While that means 
continued consideration and vigilance by life sciences companies, at Phreesia, we believe  
that continuing to prioritize consumer privacy is not just a fundamental ethical responsibility,  
but also a strategic imperative for organizations. In this white paper, we spoke with industry 
leaders about best practices, training and education initiatives, and partnership strategies  
to consider when selecting advertising platforms or partners.

Life sciences companies are prioritizing privacy not only because of  
new regulations, but also because consent and building trust are keys  
to creating valuable consumer relationships.

Working with partners across the industry to adopt and follow privacy 
practices requires clear and ongoing communication.

Health communications and messages educate people about conditions, 
as well as treatments that can improve their lives. Life sciences 
organizations should look to privacy-compliant partners for help.

Creating sustainable privacy practices is not a “one-and-done” 
proposition. Life sciences and partner companies must work together  
to monitor changes in patient and physician preferences, as well as  
any new state and federal guidelines.
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INTRODUCTION

Shifting standards  
for data privacy
Consider this example: a person visits a website, then 
uses a search engine to find a local flower delivery 
company, then walks five miles wearing a fitness tracker. 
Later, the person shops online for over-the-counter pain 
medication. Each action generates data through tracking 
cookies, GPS signals or membership agreements like retailer 
rewards programs.

Under a more traditional approach to online marketing, much of this data 
could be collected and resold by intermediary data brokers. Individual data points 
like the website they visited, what their fitness tracker measured or a pharmacy they walked by on 
their way home, can be combined with other data to build customer segments, analyze purchase 
patterns and craft custom advertising.

Fortunately, the paradigm for marketers working with consumer health data is starting to change. 
Regulatory requirements and privacy law changes are forcing pharmaceutical and biotechnology 
companies to add new technology and best practices to protect consumers’ health data. At the 
same time, an increasing number of leaders at life sciences companies are realizing the value of 
helping patients control their own information. They’re working on strategies that inspire patient 
and provider confidence and build trusting relationships.

People have a right to privacy when it comes 
to their health data. ...Companies that are 
collecting, processing or sharing health 
information about consumers need to take 
this responsibility seriously.”

David Linetsky, SVP, Life Sciences, Phreesia
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“People have a right to privacy when it comes to their health data, and with technological 
advancements in the digital health space, lots of health data exists outside of what is covered by 
HIPAA. Companies that are collecting, processing or sharing health information about consumers 
need to take this responsibility seriously,” says David Linetsky, the Senior Vice President of Life 
Sciences at Phreesia.

“At the end of the day, everyone we work with wants to build trust with patients. It’s only a  
positive for the pharmaceutical industry because it gives people more trust in the company 
and the marketing that they’re receiving,” says Leanne Smith, Executive Vice President of Data 
Strategy & Governance at CMI Media Group.

Consent-first strategies 
Marketing has long relied on third-party tracking technologies to track and share user behavior, 
personalize ads and improve campaign targeting. But in the sensitive space of healthcare marketing, 
to serve ads to the most relevant audience while also respecting social privacy norms and emerging 
laws, marketers must instead look to true consent-based strategies for data collection. 

In this person-first approach to healthcare marketing, consent is key. Creating comprehensive 
programs with valuable content and services or information that people want and are looking for 
opens the door to opting in and consent. Consumers are more receptive to information they’ve 
opted in to receive.

At the end of the day, everyone we 
work with wants to build trust with 
patients. It’s only a positive for the 
pharmaceutical industry because  
it gives people more trust in the  
company and the marketing  
that they’re receiving.” 

Leanne Smith, EVP, Data Strategy 
& Governance, CMI Media Group

These companies and 
their partners are adopting 
person-centric approaches 

to privacy that include:

Prioritizing consent

Proactively communicating how they use data

Adopting best practices with business partners
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First-party data
“Growing the capability for first-party data collection can be effectively done through loyalty 
programs, content-driven engagement and experiences that add value in ways that encourage 
willingly offered information from users,” says Jack Vance, the Managing Director of Data and 
Activation at IPG Health and SOLVE(D). “While Google has rolled back their plan to deprecate cookies, 
it is still vital to have a plan in place that isn’t dependent on a single technology framework. In this way, 
when it comes to channel mix, diversification is key. It is important to not put all eggs in one basket.”

“The first-party data framework sets us up in a much better place with privacy,” adds Gregory Stull, 
Senior Vice President of Business Intelligence at PHM. “We’re definitely leaning into partners that 
skew that way. It’s more effective from a measurement perspective, because we can look at how 
audiences are performing and how they ladder back up to what brands are trying to solve for to  
try to optimize audiences.”

First-party data has a longer history with media partners who have been working on personalized 
message delivery at the point of care, where face-to-face interactions and direct consent are 
typical. Today’s sophisticated point-of-care services, for example, use first-party opt in to engage 
people with valuable information, such as relevant, customized health education.

The first-party data framework sets us up in a 
much better place with privacy. We’re definitely 
leaning into partners that skew that way.”

Gregory Stull, SVP, Business Intelligence, PHM

When it comes to channel 
mix, diversification is key. 
It is important to not put 
all eggs in one basket.”

Jack Vance, Managing 
Director, Data and Activation, 
IPG Health and SOLVE(D)
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Seth Mellin, a pharmaceutical advertising and marketing consultant who specializes in point-of-care 
marketing, says, “I’m using the change in the privacy landscape to make the case for point of care. 
The shift to first-party opt in to engage makes the point of care more effective due to the way  
it is targeted to ensure we are reaching the appropriate patient or healthcare professional at that  
right time.” 

Some point-of-care marketing models rely on contextual delivery only, such as serving a message 
about a cardiac condition on a television in a cardiologist’s waiting room. However, the impact of 
context is even greater when combined with data and prequalification

Contextual targeting
Contextual outreach, which considers the content a person is consuming in the moment, is 
becoming an increasingly prominent tactic in digital marketing beyond the point of care. This 
approach serves personally relevant materials without relying on invasive pixels and trackers  
that link consumer health data across websites. 

“One thing that remains constant in the media landscape is fragmentation,” says Ray Rosti, the 
President at Klick Media. “While typically it’s focused on behavioral shifts and media consumption 
preferences, varied state-level legislation has required us to think of alternative targeting methods 
and partners within the tactical activation of our media. This focus has pushed us toward broader 
demo-based and contextual targeting in order to remain compliant.”

Contextual targeting allows marketers to meet consumers where they are, presenting them  
with relevant content in moments of interest or need. For example, when a person is searching  
for information about a disease, it might be assumed the consumer is a good fit, or knows a  
friend or loved one who is, for marketing that offers more information or education about the 
condition. When applied thoughtfully, contextual targeting enhances relevance and improves  
the user experience. 

“We’re really trying to encourage our agency and clients to use more  
pre-qualification,” says Italia Mombello, the Media Strategy Director  
at Greater Than One. “So, we know the environment we’re serving 
an ad in, but within the unit, we’re actually serving a question 
and encouraging the audience, whether patients or 
healthcare providers, to engage. The questions could  
be ‘Do you or a loved one suffer from XYZ?’ or  
‘Are you diagnosing and treating XYZ?’” 

This approach ensures that consumers actively 
participate in defining their preferred level 
of engagement. Mombello added: “We’re 
encouraging an engagement that allows 
us to better qualify the audience as the 
right audience with whom we’re trying to 
communicate. Or not—and then we don’t 
serve that next message.”
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Clear communications for  
partnership success 
Pharmaceutical and healthcare companies often work with partners—ad agencies, data providers 
and software companies—so it’s important to consider privacy compliance across those relationships. 
That means talking to partners early and often about privacy expectations and guidelines, vetting 
them before collaborations begin, and keeping the conversation going alongside the work.

“We’re making sure that part of our media planning and vetting process includes standard questions 
and queries to make sure the vendors we’re working with and talking to are at the forefront of privacy 
compliance and have privacy compliance workarounds in place,” Mombello says. 

Helping partners understand the range of privacy concerns and what preferred best practices for 
compliance exist is important for successful partnerships. Of course, it’s very likely that some partners 
are not as equipped when it comes to privacy education, planning and expertise. 

“Our clients have different levels of knowledge and information,” Smith says. “But they all want to 
understand what these emerging laws are, how they impact us and how we continue making sure 
we’re able to reach our patients with impactful messages.”

“Data privacy is a critical practice within media management today,” says Jo Zmood, Managing 
Director at OMD USA. “Partners that are able to meet our requirements for up-to-date compliance, 
offering key stakeholder training with the least friction, represent a more attractive consideration set, 
provided they similarly meet the other briefed evaluation criteria.”
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We’re making sure that part of our media planning 
and vetting process includes standard questions 
and queries to make sure the vendors we’re 
working with and talking to are at the forefront  
of privacy compliance and have privacy 
compliance workarounds in place.”

Italia Mombello, Media Strategy Director, Greater Than One

Data privacy is a critical practice 
within media management today.” 

Jo Zmood, Managing Director, OMD USA
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KEEPING PATIENTS AT THE CENTER

Strategic planning, training and  
education around privacy 
“Internally, we have implemented a concept called ‘Privacy by Design,’ which is how we integrate 
privacy into the design of business initiatives, marketing campaigns and/or tools that may involve 
personal information,” says Jennifer Vondee, the Senior Director of North America Compliance at 
ViiV Healthcare. “When we’re engaging vendors and/or media partners, we conduct standard due 
diligence processes to assess privacy risk and determine appropriate mitigation plans to safeguard 
personal information.”

Privacy concerns are 
driving healthcare 
companies to look 

much more critically 
at vendors and media 

partners, asking 
questions including:

How are consumers’ data handled?
How was person-centric information acquired?
Is there a separate consent needed to use the data for 
content personalization, and does the consent meet the 
requirements of state laws?
What security measures and technology are used with 
stored data? 
How, and with whom, is information shared and on  
what basis?

Companies also are demanding transparent data reporting and measurement as they dig deeper 
around privacy issues, Mellin points out. “You need to be prepared to take the time and work through 
the healthcare companies’ questions,” he says. “It works best when we can get partners, legal 
representation and privacy teams on a call with the client’s legal and privacy teams. If you’re able  
to get that to happen, it helps speed the approval process along, because both teams are speaking  
the same language and share the same concerns.”  

You need to be prepared to take the 
time and work through the healthcare 
companies’ questions. It works best 
when we can get partners, legal 
representation and privacy teams  
on a call with the client’s legal  
and privacy teams.”

Seth Mellin, Point of Care 
Marketing Consultant
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Accounting for this extra lead time is important, and thorough upfront review can save time later 
when a newly approved, privacy-first approach is applied elsewhere in a portfolio or on new 
initiatives and campaigns.

Rise of in-house privacy teams
Another privacy trend has emerged from the push to put patients at the center of data decision 
making: in-house privacy teams are becoming more common in the new landscape, whether that’s 
at pharmaceutical companies or agencies. 

Klick Health is an agency with an internal “Klick Trust” team dedicated to the privacy landscape, 
Rosti says. The team works to verify compliance on all Klick’s own data usage, as well as the data 
providers it partners with.

“Modern media activation is data led. The ability to deliver privacy-compliant media is a necessary 
pillar of a media agency’s capabilities and requires specialized focus and talent,” he says.  
“The new added layer of transparency in our partner vetting process has required 
partners to reveal a bit more about their intellectual capital than they previously 
would provide, but we believe it has led to stronger partnerships and solution 
evolutions based on gap and whitespace identification.”

Training and education are other important and sometimes overlooked 
ingredients to consider in privacy, especially in the U.S., where laws and 
regulations can vary by state. “We have ongoing training for teams 
to ensure they are up to date on the latest regulatory and policy 
changes and potential implications,” Zmood says. 

In the absence of a federal-level privacy framework, and with 
the goal of person-first data approach, many U.S. companies 
look to Europe’s General Data Protection Regulation (GDPR) 
for guidance. “While we have varying state privacy laws 
to comply with, we also leverage GDPR as a proxy for 
comprehensive guidance in the U.S., since we don’t 
have a synonymous federal regulation. GDPR serves 
as a framework that we can lean on to ensure that we 
have the adequate risk mitigation plans in place for the 
personal information we manage,” Vondee says.

The ability to deliver privacy-compliant media is a 
necessary pillar of a media agency’s capabilities 
and requires specialized focus and talent.” 

Ray Rosti, President, Klick Media
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Crafting strong privacy policies and working out training protocols for internal teams can be  
a complex process, but the alternative—deciding not to engage with patients at all in places  
where privacy regulations exceed a company’s internal standards—isn’t a viable, or fair, solution. 

“There are partners that we work with who are just eliminating the states where regulations are 
strict,” says Danielle Lynch, Vice President of Client Experience at Phreesia. “If you believe, like we 
do, that these messages improve peoples’ ability to speak up for themselves, their knowledge of 
conditions and available treatment options, their quality of life—choosing to neglect some states  
is a disservice to the appropriate patients in those states.” 

“You can still market in a way that is compliant and reaches the right patients at the right time,” 
Lynch continues. “You don’t need to throw the baby out with the bathwater just because it’s 
confusing. It’s not fair to patients. You can make things simpler internally by working with vendors 
whose models are compliant even with the strictest state laws.”   

Need for sustainable,  
forward-looking approaches 
Life sciences and healthcare companies can, and should, lean on platforms and publishers to 
help with sustainable privacy strategies. After all, all parties need to work together for long-term 
success in the changing marketplace.

“It’s important to look at strategies in a manner that future-proofs them against the inevitable 
changes to come,” says Vance, of IPG Health and SOLVE(D). “These undertakings are no longer 
just about regulatory compliance; they fundamentally change how clients approach customer 
engagement in a way that drives both trust and performance sustainably.”

Creating sustainable policies also means keeping up with what will likely be ongoing, frequent 
changes in not only patient and physician preferences, but also any state and federal guidelines. 

The ultimate goal is for the marketing partners to get on the same page and create effective and 
targeted marketing that educates and informs people. In general, life sciences and healthcare 
companies are grateful when vendors proactively bring up privacy.

There are partners that we work with who are just 
eliminating the states where regulations are strict. … 
You can still market in a way that is compliant  
and reaches the right patients at the right time.”

Danielle Lynch, VP, Client Experience, Phreesia
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“Even big companies with big privacy infrastructures say, ‘Thank you for bringing it up,’” Lynch 
says. “It is valuable to be proactive and show what you’ve done. We truly want to partner on things 
that will drive good brand outcomes and good patient outcomes, and we’re seeing these ways 
of thinking about privacy, consent and transparency bridge those goals, which is amazing. The 
fact that we can bring up these challenging, potentially sensitive topics with them helps them 
understand we’re paying really close attention and evolving our offerings; that we’re doing what’s 
right and not just trying to sell them something.”

Vondee agrees and says that, for ViiV, while having a robust framework for managing privacy is 
complex, it’s the right thing to do for patients. “We live in a time where corporate reputation means 
everything,” Vondee says. “A commitment to protecting personal information has the potential to 
lead to stronger patient community trust, and we look for that commitment from the vendors and 
media partners we engage.”

Stull adds, “At the end of the day, whoever figures this out the best is going to have a competitive 
advantage—they’re going to be able to drive more value for their brands.”

Key takeaways for life sciences leaders 
The importance of privacy in health communications is clear and will only increase in the coming 
year. As life sciences companies prioritize health data privacy and incorporate it into business 
strategies and across partnership and vendor relationships, they should:

•	 Focus on creating sustainable privacy practices with partners and vendors across the 
industry, establishing clear and ongoing communications, training and education, and 
monitoring regulatory and marketplace changes.

We live in a time where corporate reputation means 
everything. A commitment to protecting personal 
information has the potential to lead to stronger 
patient community trust, and we look for that 
commitment from the vendors and media  
partners we engage.”

Jennifer Vondee, Senior Director,  
North America Compliance, ViiV Healthcare
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•	 Educate patients about conditions, as well as treatments that can improve their lives. 
Instead of opting out of important messages over worries about privacy issues, life sciences 
companies should look to privacy-compliant partners for help.

•	 Adopt privacy-forward policies and vendor relationships not only to comply with state 
and federal regulations, but also because it’s the right thing to do. Consumers today expect 
health companies to treat their personal information—especially their consumer health data—
carefully and will reward those that do with ongoing consistent relationships.

About Phreesia 
Phreesia is the trusted leader in patient activation, giving providers, health plans, life sciences 
companies and other organizations tools to help patients take a more active role in their care. 
Founded in 2005, Phreesia enabled more than 150 million patient visits in 2023—more than  
1 in 10 visits across the U.S.—scale that we believe allows us to make meaningful impact.  
Offering patient-driven digital solutions for intake, outreach, education and more, Phreesia 
enhances the patient experience, drives efficiency and improves healthcare outcomes.  
To learn more, visit lifesciences.phreesia.com.

https://lifesciences.phreesia.com/?utm_source=Life-Sciences_Collateral&utm_campaign=General_EM-2022-03-16%20Asthma-Report&utm_medium=whitepaper&utm_content=asthmawp-collateral

